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Putnam Highlights Ways to Improve America’s “Cyber Security”
Congressman Chairs Hearing to Examine the Issues of Cyber Security and Critical Infrastructure Protection


WASHINGTON - Congressman Adam H. Putnam (FL-12), Chairman of the Subcommittee on Technology, Information Policy, Intergovernmental Relations and the Census, held a hearing that examined the issues of cyber security and critical infrastructure protection both in the government and the private sector.

“The nation’s health, wealth, and security rely on the production and distribution of certain goods and services -- critical infrastructures such as electricity, the power plants that generate it, and the electric grid upon which it is distributed,” said Putnam. “Computer systems and their technological connectivity are bridging the cyber gaps of everyday productivity.  There has been a growing concern that the reliance on computers and computer networks raises the vulnerability of the nation’s critical infrastructures to cyber attack.”

“Cyber attacks can occur from anywhere around the globe: from the caves of Afghanistan to the war fields of Iraq, from the most remote regions of the world or simply right here in our own backyard. The technology used for cyber attacks is readily available and changes continually,” said Putnam. “Maybe most dangerous of all is the failure of many people -- critical to securing these networks and information from attack -- to take the threat seriously, to receive adequate training, and to take steps needed to secure their networks.”

“Our critical infrastructure, of the cyber kind, must have the same level of protection as our waterways, bridges, railways, streets and borders if we are to be secure as a Nation, from random hacker intrusions, malicious viruses or worse -- serious cyber terrorism,” Putnam stated.  
Today’s expert panel included Richard Clarke, Former Special Advisor to the President for Cyberspace Security; Michael A. Vatis, Director, Institute for Security Technology Studies at Dartmouth College, Chairman, Institute for Information Infrastructure Protection; Robert F. Dacey, Director, Information Security Issues U.S. General Accounting Office; Mark Forman, Associate Director, Information Technology and Electronic Government, Office of Management and Budget; Thomas Pyke, Chief Information Officer, Department of Commerce; and Rhonda MacLean, Senior Vice President and Director of Corporate Information Security for Bank of America, Sector Coordinator for the Financial Services Industry Public/Private Partnership on Critical Infrastructure Protection and Homeland Security.

“These individuals have been at the forefront on the war on cyber terrorism,” Putnam said, “and their input has been invaluable to the Subcommittee.”    
“Since January 2001, efforts to improve federal information security have accelerated at individual agencies and at the government wide level. For example, implementation of the Government Information Security Reform Act legislation (GISRA) enacted by the Congress in October 2000 was a significant step in improving federal agencies' information security programs and addressing their serious, pervasive information security weaknesses. Under GISRA, agencies have noted benefits, including increased management attention to and accountability for information security,” Putnam stated. “Although improvements are under way, recent audits of 24 of the largest federal agencies continue to identify significant information security weaknesses that put critical federal operations and assets in each of these agencies at risk.”
“This subcommittee accepts the serious nature of the oversight responsibility related to this topic, and this hearing today is just the beginning of what will be a series of hearings that examine and measure the progress towards achieving true Cyber Security,” said Putnam.

